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1. SCOPE AND PURPOSE

This document contains Certification and Accreditation (C&A) documentation for the SC
Lattice Quantum Chromodynamics Computing Project Extension (LQCD-ext). LQCD-
ext project installs and operates clusters and special purpose machines at Brookhaven
National Laboratory (BNL), Fermi National Accelerator Laboratory (FNAL), and
Thomas Jefferson National Accelerator Facility (TINAF). These systems are managed as
parts of the enclaves maintained at each of the Laboratories and are governed by the
corresponding rules of the Laboratories.

As of this date, C&A status at sites are given below:

e BNL: BNL is operating under a Computer Security Authority to Operate (ATO)
document issued by the U.S. Department of Energy. This remains active until
June 2014. A copy of BNL’s DOE ATO cover letter is included in a later section.

e FNAL: FNAL is operating under a Computer Security Authority to Operate
(ATO) document issued by the U.S. Department of Energy. A copy of FNAL’s
DOE ATO cover letter is included in a later section.

e TINAF: TINAF is operating under a Computer Security Authority to Operate
(ATO) document issued by the U.S. Department of Energy. A copy of TINAF’s

DOE ATO cover letter is included in a later section.

Complete sets of Computer Security documentation are maintained at the three operating
sites and are available upon request.
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2. DOE ATO COVER PAGE for Brookhaven National Laboratory

Department of Energy
Brookhaven Site Office
PO. Box 5000
Uptan, Mew York 11973

JUN 20 2012

Dr. Samued Arongon, Director
Brookhaven Science Associates, LLC
Brookhaven Mational Laboratory
Upton, New York 11973

Dear Dr, Aranscn:

SUBJECT: APPROVAL OF BROOKHAVEN NATIONAL LABORATORY'S (BNL'S) NEW
YORK CENTER FOR COMPUTATIONAL SCIENCE {NYCCS) LOW
INFORMATION SYSTEM SECURITY PLAN (55F)

The NYCCS S5P and supplemental documents have been rewawed by the Brookhaven Site
Office (BHS0) and were found to satisfy all comments submitted. & new supercomputer has
bean added to WYCCS, referred to as Blue Genel, thus requiring an Authority to Operate
(ATO). BHSO grants NYTCS an ATO for bwo years fo expire on June 30, 2014,

Brookhaven Science Associates will continue to identify vulnerabilities and mitigate risks
identified in BNL's Plan of Action and Milestones and project documents in accordance with the
schedule presented.

If you have any guestions, please contact Jonathan Loh, of my staff, at extension 5408,

Sinceraly

. 1 ’LL“-'{- EA—F\.MQ_

Michael D Holland
Site Manager

cc. F. Healy, SC-CH
R. Gordon, SC-BHSO
J. Loh, SC-BHS0
K. Lally, BSA
F, Quarant, BSA
T. Schlagel, BSA
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3. DOE ATO COVER PAGE for Fermi National Accelerator Laboratory

Pepariment of Energy
Femi Yifs Cffice
I CXfiem Bow 2400
Aaluy’yy, linoiz BO510

MAR 241 20H4
M- Rob Rosar, Acting
GChigf Infarmation Officer
Fermilak:
P & Box 500
Balgwa, IL E0570

Dear Mr. Roser:

SUBJECT:  AGCREDITATION G FERMI NATIONAL ACGE| ERATOR LABORATORY
COMPITCR BECURITY ENCLAVES AND MAJOR APBI ICATIONS —
AUTHORITY TC OFPERATE

I acardance wili DO Order 2095 1R sre tho Aragram Uvher Sacurity Plar (PCSF) for the
Office ol Science, DOk has deterntinad that Fermni dational Acceleratar Laboratory hes
sstaslish=c v cllant are! efevive oversight of its computer sscurity and networs operations for
thi Gieneral Computing Ery ranment and the Opon Sience Endrenment, The Laboratery alsg
underwent an edansive DOE Cfice of Inspector Geaeral audit in 201 3. which rasulled in cnly
Faur findinge of minor signifizancs. | hersby grans a1 Authcrty to Oparate [5TQ) for theze
gystems az tc Authorizing QMicia!, based on tha wsulls of satisfactony perfermance
domonstrates through cantinucus monilorng data ardertha Contractor Assu-ancea System
gince May of 2012 and positive results of the recenk audit,

DAL wil! continue to wak with yoLrteam lo coordinate activites that prondole robust sortinoous
moniternd of dhe Cyber Securry Program. The | sborasony ig expeetod s cantinue miaritoring
of e mputer sacunty and nefwailc apsrazors and roporl any ingidents in acca-dance with the
PCSE. DOE will routinsly evalaate syster perfomrmance, follow-ug on any gecurty-sigrificant
events and re-svaluate AT status a= appropriate in accordance wilh 1he FLEP.

if yo haree cny questions concern ry Tiis cormespondenca, pleassz cal Whithey Becrer, of my
staff, af (5030) B40-3742.

Sincansly,

Michzel J. eis
Site Managsr

o W WWnite, Farmilat:
. Ghang, Femnilab

|. Gaines Fermilab
F. Hzaly, NGE-CH
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4. DOE ATO COVER PAGE for Thomas Jefferson National Accelerator
Facility

Department of Energy
Thomas Jefferson Site Office
12000 Jeflerson Avenue, Suilte 14
Mewport News, Virgirda 23606

Janumry 23, 2014

Mr, Michacl [, Dallas

Chiel Dperating Officer

I'homas Jefferson MNational Accclerator Facility
1 2000 Jefferson Avenue

Mewporl News, VA 23606

Desr Mr. Dallis:

ACCREDITATION DECISION LETTER (GRANTING AN AUTHORITY TO
OPERATE}

Jetferson Science Associates has completed the certification of the cyber security programs for
its ten computing enclaves in sccordance with Depantment of Energy (DOE) and Office of
Scicnee direction and guidance. The cyber security threats and risks have been analyzed, plans
developed, and controls implemented to mitigate risks to an acceplable level

After reviewing the certilication documents, Plans of Aetion and Milestones, and results ol all
the internal and external assessments, | have determined that the residual sk 1o the agency’s
information and information systems is acceptable, and information systems are authonzed to
function in the existing operating environmenl.

DOE hereby pramis Thomas Jefferson National Accelerator Facility (TINAF) the ability to
operale its len computing enclaves. 1am extending your capability with 2 full authority (o
operate without any significant restrictions or limitations.  Continuous monitoring is a living
process that must be maintained and its results transparent. Therefore, evaluation will proceed
with the formal neceptance of annual site risk submissions, in conjunctiom with the efforts of the
Continsous Monitoring Program.

I'he accreditation will remain in effect subject to the following conditions:

. TINAF will continue to mitigate volnerabilities and risks identified in its Plans of Action
oo Milestones in accordance with the schedule presented.

T TINAF will continunusly monitor its cyber secunty posture. Threats and vulnerabilities
identified and reported during the continuous monitoring process must be mitigated
promptly or be addressed by new items posted in the Plans of Actions and Milestones.

1l

TIMAF will inform the Authorzing Official (AO) of any significant changes in the
Lahoratory™s risk posture or in the structure of the program to allow o determniation of
the continuing authority 1o operate. 11 a significant change to an enclave(s) oocurs, o new
risk assgssment for applicable enclave(s) will be submitied to the AQ for detennination
of continued operation.
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Mr. Michol T3 Dallas

-

Jamuary 23, 2014

IF there are any guestions. please contact André Bethea bl extension 5095 ar me.

Sincercly,

.Z7u- Ze /4{ 60 ,.:::I

Joseph Arango, Manager
Thomas Jeflerson Site Office

ol

Foy Whitney
Andy Eowalsk
Gireg Mowicki

AR AT Le_TT04 T
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Thomas Jefferson National Accelerator Facility

APPENDIX A: Acronyms

ATO

Authority to Operate

C&A Certification and Accreditation
LQCD Lattice Quantum Chromodynamics
POAM Plan of Action and Milestones
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